SUBCHAPTER 18B — SECURITY AND PRIVACY
SECTION .0100 - SECURITY AT DCIN DEVICE SITES

14B NCAC 18B .0101  SECURITY OF DCIN DEVICES
Agencies that have management control of a DCIN device shall institute controls for maintaining the sensitivity and
confidentiality of all criminal justice information (CJI) provided through DCIN. These controls include the
following:
(1) a DCIN device and any peripheral or network-connected printer shall be within a physically secure
location, as defined by the FBI CJIS Security Policy, accessible only to authorized personnel. Any
DCIN device not located within a physically secured location shall have advanced authentication
measures installed and enabled; and
2) DCIN training module documents shall be located in a physically secure location accessible only
by authorized personnel.

History Note:  Authority G.S. 114-10; 114-10.1;
Eff. August 1, 2014;
Transferred and Recodified from 12 NCAC 041 .0101 Eff. November 1, 2015;
Pursuant to G.S. 150B-21.3A, rule is necessary without substantive public interest Eff. October 4,
2016.



